PICWEB
RELOAD NETSCAPE CERTIFICATES

Open Netscape, click on Communicator/Tools/Security Info/Certificate. Double click Signers.

Security Info

Security Info Encryption =
Passwords
Navigator Thiz page was not encrypted. This means it was possible for other people

to wiew this page when it was loaded. It also means that you cannot check
Messenger the identity of the web site. For complete details on all the files on this

Java/JavaScript page, click Open Page info.
Java/.Javascript

Certificates Open Page Info

Yours

People

Web Sites Verification

Signers
Crvnt hic . Mak_e sure that this is the site you think it i5. This page comes from
Modules the site: my netscape. com

%I Cancell Helpl

Certificate Signers' Certificates

Security Info These certificates identify the certificate signers that you accept:
Passwords
. Digital Signature Trust Co. Global CA 4 =] Edit
Navigator E-Certify Commerce ID
Messenger E-Certify Internet 1D “erify
Java/JavaScrint Entrust.net Premium 2048 Secure Server CA
—avalavascript Entrust.net Secure Personal CA J Delete
Certificates Entrust.net Secure Server CA
Equifax Premium CA
Yours Equifax Secure CA
People Equifax Secure Global eBusiness CA
. Equifax Secure eBusiness CA 1
Web Sites Equifax Secure eBusiness CA 2
Signers ForEngine Ca
Cryptographic GTE CyberTrust Global Root =l
Modules
| | B

%I Cancell Helpl

Click on the Certificate for PICSWEB and click on Delete. (Note: Certificate may not be named the
same as above. Look for references to X509GPO, X509PICSWEB, or WRQ. )
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elete A Certificate Authority - Hetscape

Are you sure that you want to delete this Certificate Authority?

This Certificate belongs to:  This Certificate was issued by:

Government Printing Office Government Printing Office
The Legislative Branch The Legislative Branch
.5, Government .5, Government

Serial Number: 58:74: 22 E0
This Certificate is valid from Fri Jan 05, 2001 to Thu Apr 05, 2001
Certificate Fingerprint:

68:CC:D&: DO ZE BE:DE: 90 F1: 241 97:94:F9: 95: 54: D9

Ok Cancel

Click OK.

Certificate Signers' Certificates

Security Info These certificates identify the certificate signers that you accept:
Passwords

. ABAgcom (sub., Am. Bankers Assn.) Root CA - Edit
Navigator AddTrust External Root j -
Messenger AddTrust Non-Yalidated Serices Root Werify
Java/JavaScript AddTrust Public Services Root
—availavascript AddTrust Qualified Certificates Root Delete
Certificates Ametican Express CA

American Express Global CA

Yours Baltimore CyberTrust Code Signing Root
People Baltimore CyberTrust Mobile Commerce Root
) Baltirmore CyberTrust Root

WWeb Sttes BankEngine CA

T —— BelSign Object Publishing CA

B BelSign Secure Server CA
Cryptographic CertEngine CA =l
Modules

‘ T
0K Cancel Help
Click OK.

Click on Edit/Preferences, double click Advanced and click Cache.
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FPreferences E

Lategory:

Designate the size of the cache

- Navigatar The cache is used to keep local copies of frequently accessed

- Languages documents and thus reduce time connected ta the netwark. The

. Apnlicati Reload button will always compare the cache document to the netwark.
PRi=a |0ns. and show the most recent one.

- Smart Browsing

- Mail & Newsaroups Memary Cache: I‘I 024  KBytes Clear Memary Cache |
- Roaring Access .
[+ Composer Disk Cache: I?BSD KBytes Clear Disk Cache |
£

- Offline
[=I- Advanced

- Cache Chooge Folder... |
- Provies

i SmartUpdate Document in cache is compared to document on network:

Dizk Cache Folder: IC:\Program Filez'Metzcapeil zershkoconnell,

" Once per session
(O] :
" Never

QK I Cancel Help |

Click on Clear Disk Cache.

Dizk Cache

T hiz will remoyve all the filez currently in pour disk cache,

Continue?
Cancel |

Click OK.
Click on Clear Memory Cache. Click OK twice and close Netscape.

Right Click on Start, left click on Explore and locate C:\Program Files\Netscape. Double click Users
and double click user name.

Y Explring - C:\Program Files\WetscopeNUserskocomellvec B -8 NP BIPALEN el g [T PALA O o) P ES

Eile Edit Wiew Tools Help

All Folders Contents of 'C:\Program Files\Metscapeil sers\kocannellieflectionwmeb’
-1 Kathy a| [ Name [ Size | Type | Modified
{21 Mapedt . store.cst 2KB CST File 07312001 11:57 am

-1 My Dacuments
23 Wy Download Files
£ My Music
=+ Progiam Files
(21 Accessaries
(0 Adabe
{2 Common Files
-0 directs
(23 Intemet Ezplorer
-1 Macromedia
=3 Microsoft Hardware
-1 Microsoft Office
=21 Microsoit Dffice37
{21 Netteeting
=20 Metscape
{1 Commuicator
=3 Users
£ koconnel
- archive
{1 cache
- news

B0 Network Associstes
[#-Z] Online Services
{23 Dutlook Express

[#-(Z1 Pairt Shop Pro 5
0 Plust
-1 Feal
1.7 Reflection LI
1 object(s) ‘T 37KB [Disk free space: 7.12GE]
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Highlight Reflectionweb and depress Delete.

Confirm Folder Delete E

Are you sure you want to remove the folder 'reflectionweb’ and move
all its contents to the Recycle Bin?

Click Yes and close Explore
Open Netscape and go to URL http://infogatel.access.gpo.gov/picsweb/session/.

NOTE: Depending on the configuration of your browser, you may
need to go through all of the following steps or only some of them.
It is important that you check Accept this Certificate Authority
for Certifying software developers and always select Grant when
it appears on the certificate.

Click on Download Netscape Client Security Certificates. In Step 1 click on Download Netscape
Communicator Certificate Now.

Mew Certificate Authority - Metscape

4. New Certificate Authority

You are about to go through the process of accepting a Certificate Authority.
This has serious implications on the security of future encryptions using
Metscape. This assistant will help vou decide whether or not you wish to
accept this Certificate Authority.

Mext= Cancel

Click Next.
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ew Certificate Authority - Hetscape

Click Next.

ew Certificate Authority - Netscape

Click Next.
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Hew Certificate Authority - Hetscape

Click Accept this Certificate Authority for Certifying software developers and click Next.

Hew Certificate Authority - Hetscape

Click Next.
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37 New Certificate Authority - Netscape

3 New Certificate Authority

You have accepted this Certificate Authority. Please enter a short name to
identify this Certificate Authority, for example Netscape Corporate CA.

Mame: |GPO PICSWER

<Back Finish Cancel

Type GPO PICSWEB in the Name field and click Finish.

In Step 2 click on Download PICSWEB Security Certificate Now.

. Java Security | _ (O] x| i
g JawaScript or a Java applet from 'GPO PICSWER ' iz requesting
& additional privileges.

Granting the following is high risk:

R eading, modification, or deletion of any of your files il

Dretails

¥ Remember this decision

I_d_ent_it;r \_re_rif_i_ed Ey Gc_-\rernrnent Frinting Office
Certificate Grrant Dreny | Help |

Click on Remember this decision and click on Grant. You are returned to the GPO home page.

Click on Connect to PICWEB. If the certificate is displayed again, click on Remember this decision and
click on Grant. When the connection to the GPO mainframe computer is established the Login form will
be displayed.

Contact picsweb@gpo.gov if you need additional assistance.
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